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Attack Category » Privilege Exploitation

Vulnerability Category e Access Control

Softwar e Context * Authorization

L ocation * winbase.h

Description The SetSecurityDescriptorDacl function sets

information in a discretionary access control list
(DACL). If aDACL isalready present in the
security descriptor, the DACL is replaced.

Never specify aNULL DACL.When the pDacl
parameter isNULL and the bDacl Present parameter
isTRUE, aNULL DACL is specified. All accessis
allowed. Y ou should not useaNULL DACL with an
object because any user can change the DACL and
owner of the security descriptor.

APls Function Name Comments

SetSecurityDescriptorDaclDon't use NULL DACL

Method of Attack An attacker can gain unintended access to a resource.
For example, an attacker could set an Everyone
(Deny All Access) ACE on the object denying
everyone, including administrators, access to the
object.

Exception Criteria None known.

Solutions Solution Solution Solution
Applicability | Description Efficacy

Should apply to | Never create Effective.
al occurrences |null DACLs.
of thisAPI.

Signature Details BOOL

SetSecurityDescriptorDacl (PSECURITY_DESCRIPTOR
pSecurityDescriptor,BOOL bDaclPresent, PACL
pDacl,BOOL bDaclDefaulted);

Examples of Incorrect Code //

| sol at ed negative exanple

1. http://buildsecurityin.us-cert.gov/bsi/about_us/authors/35-BS|.html (Barnum, Sean)
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Examples of Corrected Code

[...]
Set Securi tyDescri pt or Dacl ( &sd, TRUE,

[...]

ULL, FALS

/1 Anot her isolated, albeit
somewhat nore devi ous exanpl e.
/1 malloc will clearly fail,
resulting in NULL DACL.

[0 ]

Set Securi tyDescri ptorDacl ( &sd,
TRUE, ::malloc( OXxFFFFFFFF ),
FALSE ) ;

[0 ]

/* This exanple from MsSDN article

- Creating a Security Descriptor
for a New hject in Ct+ */

[* <http://nmsdn.m crosoft.com

l'i brary/defaul t.asp?url =/

l'i brary/ en-us/secaut hz/ security/
creating_a_security_descriptor_for_

[...]

/1l Initialize a security

descri ptor.

pSD = (PSECURI TY_DESCRI PTOR)
Local Al | oc(LPTR,

SECURI TY_DESCRI PTOR_M N_LENGTH) ;
if (NULL == pSD)

{
TRACE(" Local Al l oc Error %w\n",
GetLastError());

got o d eanup;

}

if (!
InitializeSecurityDescriptor(pSD,
SECURI TY_DESCRI PTOR_REVI SI ON) )

{
TRACE("InitializeSecurityDescriptor
Error %\ n",

Get LastError());

got o d eanup;

}

/!l Add the ACL to the security
descri ptor.

if (!SetSecurityDescriptorDacl (
pSD,

TRUE, // bDacl Present flag
PACL,

FALSE)) // not a default DACL
{

a_new_obj
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TRACE( " Set Securi tyDescri pt or Dacl
Error %w\n", GetlLastError());
goto O eanup;

}
[...]
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Press, 2002, ISBN: 0735617228.
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url=/library/en-us/secauthz/security/

setsecuritydescriptordacl .asp
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